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ABSTRACT

School safety and security have become pressing concerns due to the increasing incidents of violence, bullying, and
external threats that disrupt learning environments. This study explores developing and implementing structured school
safety and security protocols, emphasising key threats such as student violence, vandalism, armed intrusions, and natural
disasters. It discusses essential components of an effective safety framework, including risk assessment, physical security
measures, emergency preparedness, and behavioural policies. The study also highlights challenges such as financial
constraints, resistance to change, ethical concerns, and policy inconsistencies that hinder effective implementation. Best
practices from successful school safety programs are examined, with recommendations for strengthening legislation,
increasing funding, and integrating technology-driven security solutions. The study concludes that ensuring school safety
requires a multi-stakeholder approach involving policymakers, educators, parents, and law enforcement agencies.
Continuous monitoring and adaptation of safety protocols are essential for maintaining a secure and conducive learning
environment.
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INTRODUCTION

School safety and security refer to the measures and protocols put in place to protect students, teachers, and
staff from harm, ensuring a conducive learning environment (Cohen, 2021). Safety in schools encompasses
various aspects, including physical security, emergency preparedness, behavioural policies, and
psychological wellbeing. A secure school environment fosters learning, promotes student wellbeing, and
enhances the overall effectiveness of the educational system (Alordiah et al., 2023; Osegbue, 2021;
Kutsyuruba et al., 2015).

In recent years, there has been growing concern about safety threats in schools worldwide. Incidents of
violence, bullying, kidnapping, cultism and external security breaches have raised alarms among educators,
parents, and policymakers (Osegbue, 2019; Xaba, 2014). Schools are increasingly facing threats such as
armed intrusions, kidnappings, cyberbullying, and substance

abuse, creating an urgent need for well-defined safety measures. These concerns are not only physical but
also psychological, as students exposed to unsafe environments often experience anxiety, fear, and
decreased academic performance (Alordiah, 2022; Ohamobi et al., 2018; Kingshott, 2013).

The impact of school safety on learning outcomes cannot be overemphasised. When students feel unsafe,
their concentration, engagement, and academic performance suffer. Teachers and administrators also face
difficulties in maintaining discipline and fostering an inclusive, nurturing educational atmosphere. Ensuring
school safety is, therefore, a critical responsibility that requires the collective effort of school
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administrators, government agencies, parents, and community stakeholders (Osegbue et al., 2018; Blosnich,
2011).

Problem Statement

Effective safety and security procedures are desperately needed, as evidenced by the rising incidence of
bullying, violence, and external security threats at schools. Reports of school shootings, teacher harassment,
cyberbullying, rape cases, and student-on-student violence have highlighted concerns regarding schools'
capacity to offer a safe environment. Schools frequently install inadequate or poorly enforced safety
procedures, leaving gaps that put staff and students at serious risk.

A significant obstacle to school safety is the absence of organised and effective security measures. Many
schools are susceptible to unforeseen events because they lack thorough risk assessments and emergency
response strategies. Furthermore, the issue is made worse by staff members' and teachers' lack of proper
training on how to handle security concerns.

Schools urgently need to create organised, research-based safety procedures that handle both internal and
external risks in light of these difficulties. When proactive safety measures are put in place, all parties
involved can benefit from a safer and more comfortable learning environment.

Purpose of the Study

This study aims to investigate school safety and security procedures. Specifically, the study sought to:

1. To identify key components of effective school safety and security protocols.

2. To examine strategies for developing and implementing these protocols.

3. To evaluate best practices in school safety measures that schools can adopt to enhance security.
Significance of the Study

The results of this study will have a major impact on the creation of educational policies, especially those
pertaining to school safety. Policymakers and educational authorities can use the findings of this study to
create and implement best-practice-aligned security measures. The study will also

help parents, teachers, school officials, and students by giving them useful information on preserving a
secure school environment. School administrators can use the research findings to put security measures in
place that are specific to the difficulties faced by their institution. Parents and children will learn more about
their responsibilities in creating a safe learning environment, and teachers will learn how to address
classroom safety issues. In the end, maintaining a secure learning environment in schools is essential for
good instruction service delivery. Schools can foster an environment where children can study without fear,
teachers can teach with confidence, and communities can have faith that their children are in capable hands,
by tackling security issues and putting in place organised safety procedures.

Understanding School Safety and Security Risks

A thorough awareness of the numerous dangers and threats that could interfere with the educational process
is necessary to ensure school safety. From internal problems like bullying, rape, gangsterism, cultism and
student violence to external threats like armed incursion and kidnapping, schools face a variety of security
obstacles. Furthermore, there is a serious risk to school safety from natural catastrophes, which makes
appropriate emergency preparedness measures necessary. Students' psychological and emotional health
must be taken into account in addition to their physical protection because exposure to violence and
insecurity can have long- lasting impacts on mental health (Nickerson et al., 2021).

Common Security Threats in Schools
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Internal Threats

Internal threats that come from within the student population or school environment are a common problem
for schools. Bullying, which can take many different forms, such as verbal harassment, physical aggression,
and cyberbullying, is one of the most common problems. These actions can cause victims to experience
emotional discomfort, perform worse academically, and, in extreme situations, hurt themselves or take their
own lives (Alordiah, 2020; Jonson, 2017). Student violence and indiscipline pose a serious internal threat as
well. Incidents of physical altercations, gang activity, and interruptions in the classroom produce a
dangerous environment that impedes learning. Vandalism and theft are additional factors that contribute to
insecurity since they cause financial losses, and psychological suffering for both staff and students when
they damage school property and personal possessions (Rajan, 2018). Another issue that is becoming more
prevalent in many schools is drug and substance addiction. In addition to having an impact on students'
behaviour and health, the presence of illegal substances on school property raises the risk of criminal
activity. Schools must handle substance abuse since it is frequently linked to aggressive behaviours, high
dropout rates, and subpar academic performance (Omumu et al., 2024; Hong, 2020).

External Threats

Additionally, schools are susceptible to outside attacks that could seriously jeopardise the security of both
employees and pupils. With more school shootings and attacks by extremist groups

occurring worldwide, armed incursions and terrorism have become urgent concerns. These incidents result
in a large number of fatalities, psychological harm, and ongoing educational interruption (Crawford, 2015).
Another concerning external threat is kidnapping and abduction, especially in areas where criminal
organisations target schools for ideological or ransom demands. Teachers and students who are the targets
of these attacks frequently experience extreme psychological suffering, and their fear of more attacks
fosters a climate of worry (Cornell, 2015). Furthermore, safety issues may arise if neighbourhood violence
spills onto school property. Schools that are situated in high-crime or conflict-prone areas are especially
vulnerable. Schools must set up robust security procedures and work with local law enforcement agencies
since violence from the neighbourhood, such as gang wars, rallies, or riots, can quickly impact students and
staff (King, 2019).

Natural Disasters

In addition to hazards posed by humans, schools also need to be ready for natural disasters, which can
disrupt instruction and put lives in danger. Pandemics, floods, and fires are some of the most frequent
disasters that schools deal with. These incidents can result in serious fatalities, damage to infrastructure, and
extended school closures if sufficient disaster preparedness procedures are not in place (Flannery et al.,
2021). Schools must create thorough emergency response and disaster preparedness plans that include
evacuation plans, fire drills, and health safety measures to reduce the hazards connected with natural
disasters. For instance, the COVID-19 pandemic made clear how crucial it is to have health and safety
procedures in place to guarantee school continuity while shielding employees and students from medical
emergencies (Osegbue, 2022; Omiegbe et al., 2024; Omumu, 2024; Leone et al., 2017).

Psychological and Emotional Safety Concerns

In order to provide a secure learning environment, psychological and emotional safety are just as vital as
physical safety. Students' mental health can be negatively impacted by being exposed to violence, bullying,
or any other kind of insecurity. Anxiety, sadness, and post-traumatic stress disorder (PTSD) are common
among children who suffer trauma at school, and they can have a detrimental impact on their general
wellbeing, social interactions, and academic achievement (Alordiah, 2022; Burton et al., 2020). Schools
must offer counselling and emotional support services to help pupils deal with stress, trauma, and other
psychological issues in order to allay these worries. Peer support groups, school counsellors, and mental
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health specialists can all be extremely helpful in spotting and helping students who are experiencing
emotional discomfort. Furthermore, the impact of insecurity on students' mental health can be considerably
lessened by cultivating a positive school culture that values inclusivity, respect, and emotional well-being
(Reeping et al., 2022). The first stage in creating efficient safety measures is comprehending school safety
and security hazards. Schools must prioritise their pupils' psychological and emotional health, identify and
manage external and internal dangers, and prepare for natural calamities. Educational institutions may
establish a safe environment where students feel supported, comfortable, and able to concentrate on their
studies by putting in place thorough safety and security procedures.

Developing School Safety and Security Protocols

It takes a systematic and proactive approach to risk identification and the implementation of suitable
security measures to create a safe and secure school environment. There are several steps involved in
creating a thorough school safety protocol, such as risk assessment, emergency planning, behavioural
regulations, and working with outside parties. Schools can prevent, respond to, and recover from security
concerns while preserving a positive learning environment if they have a strong safety protocol.

Steps in Developing a School Safety Protocol

Several crucial steps are involved in creating an efficient school safety and security protocol, which aids in
risk identification, preventive measure development, and emergency preparedness.

Conducting a Risk Assessment to Identify Vulnerabilities

A comprehensive risk assessment is the first step in creating a school safety protocol. This entails assessing
possible security risks in the educational setting, encompassing both external and internal threats, such as
armed invasion, kidnapping, and natural disasters, as well as internal dangers like bullying, student
violence, and drug addiction. Physical security flaws like unattended entryways, insufficient surveillance, or
subpar emergency exits should be evaluated by schools. A risk assessment serves as the basis for creating
focused safety measures (Chrusciel et al., 2015).

Establishing a School Safety Committee

To supervise the application of safety precautions, a special school safety committee ought to be
constituted. Teachers, parents, security guards, school officials, and student representatives should all be on
this committee. They are responsible for creating safety regulations, keeping an eye on security issues,
holding frequent safety exercises, and making sure that set procedures are followed. The foundation of a
school's security system is a functional safety committee (Curran et al., 2019).

Developing an Emergency Preparedness Plan

An emergency preparation strategy is essential to efficiently respond to emergencies like fires, lockdowns,
or natural catastrophes. Clear protocols for sheltering, evacuation, and crisis communication should be
outlined in this strategy. Schools should regularly practise lockdowns, fires and first aid to make sure staff
and children know what to do in case of an emergency. The likelihood of panic during real situations is
greatly decreased by having a well-written and practised emergency response plan.

Implementing Behavioural and Disciplinary Policies

Schools must put in place explicit behavioural regulations that address problems like bullying, student
violence, and drug misuse in order to foster a culture of safety and discipline. These

guidelines ought to specify what conduct is inappropriate, spell out the penalties for infractions, and offer
channels for reporting security issues. For pupils who are having behavioural issues, schools should also set
up conflict resolution programs and offer counselling services. Maintaining a safe school environment
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requires enforcing stringent regulations on forbidden objects, such as weapons and illegal narcotics (Weiler
et al., 2020).

Key Components of an Effective Safety Protocol

A secure learning environment is produced by a number of essential elements that make up an efficient
school safety policy. These elements include physical security measures, emergency preparedness plans,
behavioural policies, and collaboration with external agencies.

Physical Security Measures

One essential component of school safety is making sure there is physical security. Schools must put
policies in place that improve monitoring capabilities and stop illegal access. Schools should set up safe
entrances and exits that are closed to unauthorised people. Visitors should go through a rigorous screening
process that includes identity verification and sign-in procedures. Installing motion sensors, alarm systems,
and CCTV cameras can assist keep an eye on school property and discourage criminal activity. Law
enforcement can also use surveillance footage to help them look into security breaches. Schools should have
security guards, closed gates, and well-maintained fencing to stop unwanted access. Ensuring perimeter
security makes it difficult for trespassers to enter the school grounds (Muschert, 2014; Onyekazi et al.,
2024; Eklund et al., 2016).

Emergency Preparedness

It is crucial to have an emergency response strategy in place to safeguard employees and students in times
of disaster. Regular lockdown and fire drills should be held in schools to prepare staff and children for
emergencies. Thanks to these drills, everyone has become more accustomed to safety protocols and
evacuation routes. It's crucial to communicate well in emergency situations. To promptly notify students,
staff, and parents about emerging security dangers, schools should have emergency alert systems, such as
loudspeakers, SMS notifications, or smartphone apps (Rocque, 2012).

Behavioural Policies

The disciplinary structure and culture of a school are important factors in preserving safety. Strong
behavioural guidelines that encourage accountability, inclusivity, and respect must be put in place in
schools. Schools should implement strict anti-bullying measures that encourage students to report bullying
incidents. Peer mediation and conflict resolution initiatives can be put into place to assist stop violence and
encourage constructive student relationships. Zero-tolerance rules against the use of firearms, drugs, and
gang-related activities must be implemented in schools. Frequent security inspections and education
initiatives can assist in preventing students from bringing forbidden objects onto school property (Jennings
et al., 2010; Manafa et al., 2022).

Collaboration with External Agencies

Collaboration with external stakeholders, such as law enforcement, emergency responders, and the
community, is necessary to manage school safety. Schools should collaborate closely with law enforcement,
fire agencies, and medical personnel to guarantee prompt response in an emergency. Emergency
preparedness can be enhanced by planning cooperative safety exercises with law enforcement. Community
members and parents are essential in promoting school safety. To enhance safety measures both inside and
outside the school environment, schools should involve parents in neighbourhood watch programs, safety
education efforts, and security awareness campaigns (Osegbue et al., 2025; Kalesan et al., 2016).

Technological Innovations in School Security

Urban schools can improve safety measures by utilising technology-driven solutions. In addition to
preventing threats, advanced security systems offer real-time monitoring and quick emergency reaction. Al-
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powered CCTV cameras with facial recognition can be installed in schools to keep an eye on classes, halls,
and entry points. Only students, employees, and authorised visitors may enter school grounds thanks to
biometric access control, which uses facial recognition or fingerprints to prevent unwanted admission. By
identifying odd patterns of behaviour, Al-driven analytics can assist authorities in addressing risks before
they become more serious (Russell et al., 2021; Kutsyuruba et al., 2015).

RFID-enabled ID cards can improve security overall, limit access to sensitive places, and track student
attendance. Parents can get real-time warnings when their children enter or exit the school grounds.
Additionally, digital IDs can be connected to cafeteria cashless payment systems, which lowers theft and
financial mismanagement (Alordia, 2023a; Bradshaw et al., 2021; Williams et al., 2018).

Schools can install panic button systems in administrative offices and classrooms to immediately notify law
enforcement and security staff. Emergency alert systems that use SMS can inform students, parents, and
teachers about evacuation plans, school closures, and security threats. School buses equipped with GPS can
improve transportation security by enabling parents and administrators to monitor students' whereabouts in
real time (Alordiah, 2023b; Osegbue, 2022; Mayer et al., 2021).

Monitoring and Evaluating Security Measures

Security measures must be regularly evaluated to handle emerging threats. Schools should put in place
frameworks for data-driven monitoring and evaluation to gauge the success of safety efforts. Schools should
regularly conduct security audits to find vulnerabilities and enhance security architecture. Policies
pertaining to emergency responses, bullying, and harassment should be revised in light of new threats and
international best practices. Independent security experts can evaluate school vulnerabilities and suggest
customised fixes (Nickerson et al., 2021; Osegbue & Nnubia, 2020).

Schools should set up anonymous methods for staff and students to report safety issues, including
suggestion boxes or digital reporting apps. Security committees should hold focus groups, town hall
meetings, and surveys to determine how the community feels about school safety. Involving neighbourhood
associations and local authorities can assist in coordinating school security with larger community policing
initiatives (Crawford, 2015).

Schools must incorporate IT security rules to safeguard student data and stop hacking in light of the
growing prevalence of cyber threats. Schools should update their security protocols to consider new urban
realities as cities grow and crime trends shift. Emergency response exercises should be regularly updated
and enhanced to be ready for a variety of crisis situations, including protests, natural catastrophes, and
terrorist threats (Bradshaw et al., 2021).

Challenges in Implementing School Safety Protocols

Well-organised procedures are necessary to ensure school safety, but putting them into practice presents
several difficulties. The efficient implementation of safety measures in schools is frequently hampered by
social, ethical, budgetary, and policy-related issues. School security measures could not be sufficient if
these issues are not resolved, leaving employees and children open to danger. Highlighted below are some
of the challenges:

Financial Constraints

The high expense of security infrastructure, staff, and training is one of the main obstacles to implementing
school safety procedures. Training programs and security infrastructure are expensive. Installing perimeter
fencing, CCTV cameras, biometric entry systems, and alarm systems costs much money. Furthermore,
ongoing financing is required for emergency response, conflict resolution, and crisis management training
for educators, administrators, and security staff. Many schools lack the funding to keep up these security
measures, particularly those in low- income communities. Limited Private Sector Involvement and

Open Access, CC BY 4.0 67 EmpiricalOpen Publishers Ltd



AFJMA, Vol. 1, Issue 1, 2026 www.afjma.org

Government Funding for many public schools comes from government grants, which are frequently
insufficient to afford extensive security initiatives. Education budgets sometimes do not prioritise safety and
security, leaving schools with little money to improve security. Although private schools might provide
greater flexibility, not all can afford cutting-edge security measures. Additionally, a lack of participation
from the commercial sector restricts chances for collaborations and sponsorships that may assist schools in
funding security upgrades (Ohamobi et al., 2024; Espelage et al., 2014).

Resistance to Change

Students, parents, and staff frequently oppose the implementation of new safety procedures, which makes
enforcement challenging. Some parents and students oppose staff, Parents, or Students' Disapproval of
Tough Policies. Strict security measures like clothing restrictions, computerised surveillance, bag checks,
and limited access to school grounds. Parents may believe their children's freedoms are being unduly
restricted, while students may see these restrictions as invasive or restricting. Difficulties in regularly
implementing security measures and inconsistent enforcement can reduce the effectiveness of safety
measures, even after they are implemented. For example,

children may figure out ways to get around security measures, or teachers or security guards may neglect to
do routine inspections. Implementation may be made more difficult by staff members' resistance to taking
on extra duties like monitoring security drills or implementing behavioural standards (Ohamobi et al., 2020;
Osegbue et al., 2022; Russell et al., 2021).

Ethical and Legal Concerns

Legal and moral considerations, especially those about student rights and privacy, must be weighed with the
need to ensure school safety. Safety precautions must be balanced with students' rights and confidentiality.

Using student monitoring devices, biometric systems, and surveillance cameras raises concerns about
privacy and data security. Parents and students might wonder how much control schools have over their
children's behaviour, particularly online. Students shouldn't feel oppressed or uneasy in a constantly
monitored environment caused by strict security measures. Ethical Issues with Monitoring and Surveillance
Systems

Schools must ensure that monitoring systems are used ethically and transparently to prevent students' rights
from being violated or authorities from abusing them. For instance, rather than punishing minor
transgressions, surveillance should concentrate on preventing security problems. Additionally, when
schools store and handle student data gathered by security systems, they must adhere to data protection
rules (Kingshott, 2013).

Policy Gaps and Inconsistencies

Strong enforcement measures and well-defined policies are essential to the efficacy of school safety
procedures. However, a lot of schools suffer with poor policy implementation or lack standardised rules.
Inconsistency in safety regulations among school safety policies in several areas differs greatly from one
school to another. While some schools may have stringent security procedures, others could not even have
emergency drills or controlled entrance points. Particularly in underfunded public schools, the lack of
standardised safety regulations leaves loopholes that put pupils at risk. Due to inadequate enforcement,
supervision, and poor implementation of current regulations, the efficacy of school safety rules is
diminished. Many schools continue to use antiquated security measures because they don't routinely update
or review their safety regulations. Schools are able to function without the required security measures
because some local authorities and school officials do not enforce compliance. Safety regulations frequently
lose their effectiveness in the absence of consistent oversight and accountability (Xaba, 2014).

Best Practices and Recommendations
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Strong regulations, tried-and-true tactics, and ongoing research to keep up with new threats are all necessary
to ensure school safety and security. Schools may establish safer environments that promote academic
performance and student wellbeing by strengthening policy frameworks, investigating new research areas,
and learning from effective school safety programs.

Lessons from Successful School Safety Programs

Analysing case studies of schools that have implemented successful security measures offers important
insights into the most effective ways to guarantee the safety of both staff and students. Strong physical
security, student behaviour initiatives, and emergency preparedness are just a few of the many components
of a multifaceted strategy used by schools that have effectively implemented complete safety measures. To
ensure that unauthorised people cannot enter school grounds, certain schools, for instance, have stringent
visitor management systems, controlled access points, and round-the-clock surveillance. Others have
decreased bullying and violence by implementing peer monitoring programs and student mentorship.
Schools frequently work in tandem with parents, law enforcement, and local communities to improve
safety. Some schools have neighbourhood watch programs where volunteers from the community keep an
eye on the school's surroundings and report any suspicious activity. Other organisations make sure that
parents actively participate in preserving a secure learning environment by involving them in decisions
about school security. These neighbourhood-based strategies encourage a sense of collective accountability
for school security.

Policy Recommendations

Governments, educational authorities, and school administrators must enact stricter laws, more financing,
and required training programs to improve school security. Governments should provide thorough
regulations and guidelines that specify precise safety requirements for every school. These rules should
include minimum security criteria, including emergency preparedness plans, controlled access systems, and
anti-bullying campaigns. Policies must also guarantee stringent enforcement procedures, including recurring
safety audits and sanctions for noncompliance. Many schools lack the funding to implement suitable safety
measures, especially those in low-income areas especially in third world countries. Schools can benefit from
increased government funding and private-sector collaborations to install emergency response systems,
fencing, and surveillance equipment. Grants and subsidies should also be available so that even those in
disadvantaged countries can adopt fundamental safety measures in their schools. Teachers, administrators,
and security staff should all be required to complete safety threat management training at every school. This
covers instruction in crisis communication, active shooter response, emergency evacuations, and mental
health first aid. Regular simulation exercises and refresher courses should be held to keep school employees
ready for any security event.

Future Research Directions

The topic of school safety is still evolving, and more study is required to examine novel approaches,
cutting-edge tools, and how they affect student performance. Future research should explore the effects of
security measures on student conduct, mental health, and academic achievement. Studies might examine
how well students do academically in schools with robust safety measures and whether less bullying and
violent occurrences result in more engaged pupils.

As technology develops, smart security systems and artificial intelligence (AI) present creative approaches
to school safety. Future studies should examine how well-automated emergency

response technology, facial recognition software, and Al-driven surveillance work to thwart security threats.
Studies should also evaluate the moral issues around data security and student privacy when using Al-based
monitoring systems.

Conclusion
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Creating an atmosphere where students may study and flourish fearlessly requires ensuring school safety
and security. This study has identified the main risks to school safety, ranging from external hazards like
armed invasions and natural catastrophes to internal risks like bullying and student violence. Along with
outlining important tactics for creating and carrying out school safety procedures, it has strongly
emphasised risk assessment, physical security, emergency readiness, and cooperation with outside
organisations. While offering best practices and policy recommendations for enhancing school security, the
study has examined budgetary limitations, opposition to change, and policy gaps.

Implications and Call to Action

The study's conclusions significantly impact parents, law enforcement, educators, school administrators,
and legislators. Governments must prioritise school safety by enforcing adherence to safety laws, bolstering
legislation, and increasing financing. Schools should use technology advancements like Al-driven
monitoring and digital ID systems, adopt structured security procedures, and regularly teach staff and
students. Meanwhile, community engagement is still essential since joint initiatives by law enforcement,
parents, and schools may greatly improve security and emergency response systems.

The Need for Continuous Improvement

School safety is an ongoing process that needs to be reviewed, adjusted, and improved frequently. Schools
must remain proactive in emerging security threats by investing in new safety technologies, upgrading
existing security procedures, and doing regular risk assessments. Future studies should examine the
connection between student achievement and school security and the function of artificial intelligence (AI)
and smart technologies in contemporary school safety management.

In the end, maintaining school safety is a shared duty. To create safe learning settings where children can
pursue their education without fear of danger, policymakers, educators, parents, and the larger community
must collaborate.
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